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1
Decision/action requested

It is requested to add a requirement in key issue #2 of TR 33.896
2
References

3
Rationale

The key issue details explain that “after AS security is activated, the NG-RAN in NTN can request the UE to report its accurate location or coarse location”. Later, the security threats state: “If the NG-RAN in NTN is not aware of user consent status, then the NG-RAN in NTN may collect user’s location information without consent which could lead to a compromise of the user privacy”. Thus, it is proposed to add the following requirement:
“The 5G system should prevent the NG-RAN from accessing the UE location before user consent has been verified.”

This is aligned with Annex V.3 in TS 33.501 that states: “Any NF that is deemed an enforcement point for user consent shall not accept any services or requests for data processing unless user consent is granted.”
This proposal proposes to remove “Editor's Note: whether access to NTN service implies consent to NTN requesting location is ffs.” because the UE’s owner might have granted consent in certain conditions (e.g., a certain network is used or when at a certain location), but the UE’s owner might not want to expose her location when those conditions are not fulfilled. 
4
Detailed proposal
****Start of Change 1****

5.2
Key Issue #2: User consent for NTN

5.2.1
Key issue details

NTN features are specified in clause 5.4.11 of 3GPP TS 23.501 [4] and clause 16.14 of 3GPP TS 38.300 [5]. In such features, the NG-RAN in NTN may require UE’s location information for selecting the AMF.

The way it works now is that after AS security is activated, the NG-RAN in NTN can request the UE to report its accurate location or coarse location. However, both types of location reports may require user consent depending on local regulations.

This key issue is intended to study whether there is any need to enhance the current user consent framework specified in Annex V in 3GPP TS 33.501 [3].
5.2.2
Security threats

If the NG-RAN in NTN is not aware of user consent status, then the NG-RAN in NTN may collect user’s location information without consent which could lead to a compromise of the user privacy. 

If the NG-RAN in NTN is not aware that user consent for NTN use case has been revoked, then the NG-RAN in NTN may continue to collect user’s location information which could lead to a compromise of user privacy.
5.2.3
Potential security requirements

The 5G system should prevent the NG-RAN from accessing the UE location before user consent has been verified.


****End of Change1****
